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1.​ Foundational Statements, Purpose & Objectives 
a.​ Aims and Objectives 

The aim of this policy is to establish clear and consistent ethical, legal, and educational 
guidelines for the use of Generative AI tools (e.g., Gemini) across all school operations and 
curricula (National Curriculum, Cambridge IGCSE/A-Level). 

Our key objectives are: 

●​ Augment Learning: To leverage AI to enhance and extend classroom instruction 
and personalise the learning process (DfE, 2025). 

●​ Reduce Workload: To utilise AI to streamline communication, management, and 
administrative processes to improve efficiency and reduce staff workload (DfE, 2025). 

●​ Ensure Integrity: To safeguard the academic integrity of all student assessments by 
defining clear parameters for acceptable and unacceptable AI use. 

●​ Future Preparedness: To equip graduates with the digital literacy and ethical 
frameworks necessary to thrive in a labour market that increasingly values 
non-routine analytical and interpersonal skills. This includes fostering competencies 
such as complex problem-solving, critical thinking, creativity, and social-emotional 
proficiency, as identified by the World Economic Forum linked here.  

 

b.​Approved AI Tool: Google Gemini 
All staff and students must only use Google Gemini for administrative tasks. The school 
will continue to subscribe to the National College AI Platform for teaching resources.  
Teaching staff can also use other AI platforms such as the Magic School AI platform, but 
other subscriptions will not be covered by the school. (Link to The National College: here) 
 
Gemini is the designated AI tool because it is built for the Google for Education environment 
and offers the best benefits: 

●​ Enterprise-Grade Security: Gemini for Education is private by design. Your chats 
and uploaded files are not reviewed by human users and are never used to train 
Google's AI models. As far as we know, student and staff data stays secure within 
our domain. 

●​ Perfect Integration: It works seamlessly inside the Google Workspace apps (Docs, 
Gmail, Classroom, etc.) you already use every day. 

●​ Enhanced Learning: It is designed to help students with personalised study, 
research, and homework, while helping staff save time on planning and 
administrative tasks. 

[Disclaimer: We acknowledge that there are potential risks associated with the use of 
Google Gemini but will mitigate against them by adhering to the safety guidelines 
below.] 
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2.​ Ethical Considerations and Governance 
a.​ Guiding Principles 

Effective use of AI technology revolves around the philosophy of augmentation, not 
replacement. 

●​ Student-Centred: AI must enhance student learning and encourage independent 
thinking. 

●​ Ethical and Legal: All AI systems used must protect the privacy and security of 
students and adhere to copyright restrictions. 

●​ Transparency: All AI use at school (by students, admin or academic staff) must be 
clear, transparent, and acknowledged and student work should be referenced in line 
with ISCT’s Academic Honesty Policy.  

 
b.​Governance and Oversight 

Along with the Braeburn Technology Steering Committee, ISCT’s Senior Leadership Team 
(SLT) is responsible for the continuous oversight and annual review of this policy. This 
includes ensuring compliance with external examination board updates - such as Cambridge 
- and monitoring emerging ethical concerns. The annual review will include: 

●​ Reviewing the effectiveness and impact of AI systems used in teaching and learning. 
●​ Ensuring compliance with external examination board updates (JCQ, Cambridge) 

regarding AI use. 
●​ Monitoring emerging ethical concerns (e.g., bias, deepfakes) and adjusting policy 

and training accordingly. 

 
c.​ Environmental Sustainability  

The school recognises that Generative AI models require significant computational power, 
which has a measurable environmental impact. We are committed to using these tools 
responsibly to minimise our digital carbon footprint. 

●​ Energy Consumption: Generative AI is energy-intensive. Research indicates that a 
single query to a large language model can consume approximately 10 to 20 times 
more energy than a standard Google search.1 

●​ Water Usage: The data centres that power these models require vast amounts of 
water for cooling. Estimates suggest that a conversation of roughly 20-50 questions 
with an AI model can consume up to 500ml of water2 

2 Li, P., et al. (2023). Making AI Less "Thirsty": Uncovering and Addressing the Secret Water Footprint of AI 
Models. University of California, Riverside & University of Texas at Arlington. 

1  IEA (2024). Electricity 2024: Analysis and forecast to 2026. International Energy Agency. 
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Sustainable Use Guidelines: To mitigate these effects, staff and students should: 

●​ Avoid using AI to create images or videos 
●​ Avoid "Lazy" Prompting: Do not use AI for simple fact-checking (e.g., "What is the 

capital of France?") where a standard search engine is more energy-efficient. 
●​ Refine, Don't Regenerate: Spend time crafting a high-quality initial prompt rather 

than repeatedly regenerating answers, which multiplies energy use. 
●​ Purposeful Use: Use AI for complex synthesis, creative generation, or coding tasks 

where its value justifies the energy cost, rather than for trivial tasks. 

 

3.​ Guidelines for Staff and Use in Classrooms 
a.​ Data Privacy and Security  

Staff must adhere to the following Mandatory Restrictions to protect data confidentiality: 

●​ Do NOT input any Personally Identifiable Information (PII) of a student (full 
names, specific grades, or academic records) into public AI chatbots. 

●​ Do NOT input confidential school information (e.g., policy drafts, proprietary 
curriculum) that could be used to train AI models. 

●​ Rule: When using AI for any task, inputs must be completely generic and 
anonymised. 

●​ Product Safety & Data Integrity: In line with government product safety 
expectations, the school prioritises AI tools that demonstrate robustness, security, 
and transparency. We endeavour to select tools that have effective filtering to prevent 
access to harmful content and do not default to using student intellectual property or 
personal data to train their models without explicit consent.3 

 
b.​Guidelines for Classroom Use (DfE Principle 1) 

Teachers are encouraged to use AI to reduce administrative tasks, but must maintain 
professional vetting. Teacher can use AI for:  

●​ Resource Creation: Use AI to generate drafts of quizzes, worksheets, or 
multiple-choice questions. 

●​ Differentiated Learning: Use AI to summarise complex texts or adapt content for 
diverse student needs. 

●​ Administrative Tasks: Use AI to draft emails or evaluation reports e.g. lesson plans, 
provided all PII is removed. 

 

3 Department for Education (2025). Generative AI: product safety expectations. GOV.UK. Available at: 
https://www.gov.uk/government/publications/generative-ai-product-safety-expectations 
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When using AI, teachers must remember to do the following: 

●​ Responsibility: Teachers must meticulously check all AI-generated content for 
factual accuracy and bias (AI "Hallucinations"). 

●​ Responsibility: Teachers must explicitly communicate the degree to which AI has 
been used to create material and the degree to which it is permitted for a given 
assignment using the Stoplight Method (see Section 4). 

 

c.​ Human Oversight and Professional Judgement  

While AI tools are encouraged to reduce administrative workload and create resources, they 
must not replace the teacher-learner relationship. Staff must apply professional judgement to 
all AI-generated content, acting as the "human-in-the-loop" to verify accuracy, check for bias 
(including hallucinations), and ensure appropriateness before any material is presented to 
students.4 

d.​Potential Indicators of AI Misuse  

Staff teaching high school students (Key Stages 3–5) must be vigilant for signs of 
unauthorised AI use. Identifying these indicators is necessary to ensure students are 
genuinely developing critical thinking skills and to verify that they have independently met 
the assessment objectives required by examination boards. 

Common Indicators to Monitor: According to JCQ guidance, staff should look for the 
following anomalies5: 
 

●​ Inconsistent Voice: Vocabulary or sentence structures that are significantly more 
complex than the student’s previous work or in-class verbal performance. 

●​ Americanisms: The use of American spelling (e.g., 'color', 'honor', 'enroll') or 
terminology in a British curriculum context, which is a common default for many AI 
models. 

●​ Hallucinations: Citations that appear plausible but do not exist, or quotes attributed 
to the wrong authors (AI often invents references). 

●​ Vague Content: Text that is grammatically flawless but remains generic, failing to 
refer to specific class discussions, local contexts, or recent events (post-2023). 
 

5 Joint Council for Qualifications (JCQ). (2024). AI Use in Assessments: Protecting the Integrity of Qualifications. 
Available at: https://www.jcq.org.uk/exams-office/malpractice/artificial-intelligence/ 

4 Department for Education (2025). Generative artificial intelligence (AI) in education. GOV.UK. Available at: 
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education 
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e.​ Framework for Agentic AI, Autonomous Integrations, 
and Communications 

Definition for Context: Agentic AI refers to advanced AI software capable of acting 
autonomously to achieve broad objectives, making independent decisions, and 
utilising digital tools without real-time human intervention. While standard Generative 
AI (like basic prompting in Google Gemini) requires step-by-step human guidance, 
Agentic AI operates in the background, executing workflows and interacting with 
systems on a user's behalf. 

To safeguard the International School of Cape Town (ISCT) against catastrophic data 
breaches, severe legal liabilities, and safeguarding failures, staff must strictly adhere to the 
following two core restrictions regarding autonomous AI workflows: 

1. Prohibited Third-Party System Integrations (Data Protection) 
Staff are strictly prohibited from granting unapproved third-party AI agents, plug-ins, or 
browser extensions direct access to school infrastructure via API or OAuth tokens. 

●​ The Restriction: This includes, but is not limited to, linking AI productivity 
assistants to official isct.co.za email accounts, Google Drive directories, or student 
databases. 

●​ The Risk: Authorising these tools allows background agents to autonomously 
scrape, monitor, or process data. This bypasses the school's enterprise-grade 
security, creating immediate vulnerabilities and direct violations of the Protection of 
Personal Information Act (POPIA). 

●​ The Exception: This restriction does not apply to the school’s officially designated, 
secure enterprise tools, such as approved features within the Google for Education 
environment (e.g., Google Gemini). 

2. Absolute Ban on Autonomous Communication (Legal & Safeguarding Liability) 
Allowing any AI tool or agent to autonomously draft and distribute outbound electronic 
communications on behalf of the school is strictly forbidden. 

●​ The Restriction: No AI system may be permitted to auto-reply to parents, 
students, contractors, or external parties without explicit, line-by-line human review 
and approval before transmission. 

●​ The Risk: In contract and administrative law, official communications sent from an 
isct.co.za domain convey "apparent authority," meaning the school can be held 
legally and financially bound to AI-generated commitments (e.g., fee waivers, 
contract acceptances). Furthermore, autonomous communication strips away the 
mandatory "human-in-the-loop" safeguard, exposing the staff member and the 
school to severe duty of care failures, accidental data leaks of sensitive student 
records, and "indirect prompt injection" cyberattacks. 
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4.​ Guidelines for Students and Academic Integrity 
ISCT has adopted the Braeburn Academic Honesty Policy as a guide. This sets out the 
school’s expectations and programme requirements. Any sanction relating to the 
contravention and misuse of Policy guidelinesIt is at the school’s discretion. 

Key points in this policy include:  

a.​ The Stoplight Method for Student Use 

Students must be explicitly taught the difference between using AI as a study tool and using 
it to plagiarise. 

LIGHT PERMITTED USE INTEGRITY REQUIREMENTS 

RED (Stop) AI use is strictly NOT permitted. 
Applies to high-stakes, timed 
assessments, exams, personal 
reflections (IB), or generating original 
research questions. 

Work must be 100% authentic and 
the student’s own. Hiding AI use is 
malpractice. 

YELLOW 
(Use with 
Caution) 

Permission from the teacher is 
required. AI can be used for 
structural templates, initial research 
summaries, or advanced grammar 
checking. 

Mandatory Citation: The student must 
disclose the AI tool, the exact prompt, 
and the date accessed. 
*Appendix 1 on citation examples.  

GREEN 
(Encouraged) 

AI use is actively encouraged as a 
learning partner for low-stakes 
practice, diagnostic feedback, or 
coding projects. 

Mandatory Transparency: The 
student must still indicate AI 
collaboration and focus on building 
upon the output. 

b.​Plagiarism and Consequences of Misuse 
●​ Plagiarism: Copying from AI tools or unacknowledged paraphrasing of AI output is 

considered plagiarism (Pearson, 2024). 
●​ Assessment Integrity: If a student relies on acknowledged AI use for coursework, 

and that reliance prevents the assessor from confirming the student has 
independently met the required marking criteria (e.g., Distinction-level analysis), the 
student will not be rewarded for those criteria (Pearson, 2024). 

●​ Consequences: Any violation of this policy is considered academic dishonesty and 
is subject to the school’s disciplinary procedures, potentially leading to a failing 
grade, suspension, or expulsion.  
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c.​ Developing Critical AI Literacy  
Staff are encouraged to teach students how to critically engage with AI-generated 
content. Braeburn has developed a separate instructional document that outlines how 
to implement this in the classroom if it fits the purpose. Staff are permitted to use this 
document as a guide. 

 

5.​ Safeguarding Requirements: AI, Fake News, and 
Social Media (KCSIE 2025 Update) 

The following section reflects the statutory requirement from the UK’s DfE's Keeping 
Children Safe in Education (KCSIE) policy update, effective September 1, 2025. 

a.​ Recognition and Distribution of Fake News  
AI-generated content (e.g., deepfakes, text, or images) is increasingly used to create 
and distribute misinformation and disinformation (fake news), posing a direct 
safeguarding risk to students' well-being and ability to make informed decisions. 

●​ Curriculum Mandate: Staff must actively teach students digital literacy skills to 
recognise, verify, and question the authenticity of information they encounter online, 
especially content created using generative AI. 

●​ Non-Distribution Rule: Students are strictly prohibited from knowingly creating or 
distributing AI-generated fake news, manipulated media (deepfakes), or 
malicious content that targets or harms any member of the school community or 
promotes illegal/unethical agendas. 

 

b.​AI and Social Media 
1.​ AI-Powered Monitoring: Students must be aware that their online activity, including 

social media interactions, can be monitored by AI-powered tools (both school-based 
and public) to detect safeguarding issues, bullying, and mental health risks. 

2.​ Malicious Use: Using AI tools to circumvent school security measures, generate 
inappropriate content, or engage in cyberbullying is a severe breach of the school's 
E-Safety Acceptable Use Policy and will result in disciplinary action. 
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6.​ Stakeholder Considerations, Training, and 
Evaluation 

a.​ Training and Professional Development 

The school will implement a systematic approach to AI literacy: 

●​ Staff: Mandatory INSET sessions focusing on authentication strategies (e.g., in-class 
checks), detecting AI misuse (plagiarism, 'Jailbreaks'), and mitigating 
bias/hallucinations.  

●​ Students: AI literacy integrated into Academic Integrity and Digital Citizenship 
courses, focusing on the Stoplight Method and responsible referencing. 

●​ Parents: Communication via the school website and newsletters, focusing on data 
privacy and supporting critical thinking at home. 

 

b.​Updates to AI Use and Policy Documents 
The School will go through an annual AI Policy review process to refine AI implementation 
across the student and staff bodies. The process for this could include: 

1.​ A survey of the school community to gauge feelings and existing AI use. 
2.​ Receiving feedback from Braeburn regarding mandatory policy updates. 
3.​ Forming an AI policy review team made up of at least two SLT members and open to 

other staff joining each year. The purpose of this team is to: 
a.​ Identify and experiment with areas of opportunity for AI use. 
b.​ Establish goals for different user groups. 
c.​ Set expectations through finalising and communicating updated policies. 
d.​ Educate the community by regularly sharing updates, guidelines, and helpful 

tips. 

 

7.​ Policy Conclusion for Primary and Secondary 
Schools 

a.​ Primary School Guidance (Key Stage 2) 

In primary school, the focus is on AI awareness, safety, and digital citizenship which is 
included in the PSHE curriculum. Students will typically not have direct access to public 
Generative AI tools. 

●​ Use: AI tools will be integrated under direct teacher supervision to demonstrate 
concepts (e.g., using an LLM to simplify a complex topic or demonstrate how AI 
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"learns"). 
●​ Security: Students must be explicitly taught the importance of not sharing personal 

information online. 
●​ Curriculum: The focus remains on foundational literacy, numeracy, and developing 

original ideas without external generation. 
●​ Age Restrictions: Staff must enforce strict age compliance, noting that most 

Generative AI terms of service (including Google Gemini) mandate a minimum 
user age of 13, thereby prohibiting independent account creation for the 
majority of Prep School pupils.6 

b.​High School Guidance (KS 3-4, A-Level, BTEC, IB DP/CP) 

In the high school section, the focus shifts to critical engagement, ethical use, and 
examination board compliance. 

●​ Age Restrictions: As Generative AI terms of service (including Google Gemini) 
mandate a minimum user age of 13, students will only be given access to Gemini on 
school accounts from Year 8 upwards. 

●​ Use: Students will be taught to use AI as a sophisticated virtual assistant or research 
aid (Yellow Light), aligning with the high school focus on inquiry and critical thinking. 

●​ Authentication: Teachers will increase use of in-class assessment, verbal 
questioning, and supervised check-in points to authenticate the student's 
independent work for high-stakes assessments. 

●​ Integrity: The rules regarding plagiarism, consequences, and the mandatory 
disclosure of AI use are strictly enforced based on the school's Academic Honesty 
Policy.  

 

8.​ Intellectual Property, Attribution, and 
Enforcement 

a.​ Ownership of AI Output 
●​ AI-generated content created by staff or students using school-approved tools 

is considered derivative work. The school retains educational usage rights for 
any AI-generated content created within its systems or for curricular purposes. 

●​ Students must not claim exclusive ownership of AI-generated work unless it has 
been substantially transformed through original thought and effort. Staff must ensure 
that AI-generated materials used in teaching are original or appropriately licensed. 

 

6 Department for Education (2025). Generative AI: product safety expectations. GOV.UK. Available at: 
https://www.gov.uk/government/publications/generative-ai-product-safety-expectations 
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b.​ Licensing and Usage Rights 
●​ All AI-generated materials used in teaching (e.g. quizzes, summaries, worksheets) 

must be vetted for copyright compliance.  
●​ Staff are responsible for ensuring that AI inputs and outputs do not infringe on 

third-party intellectual property (e.g. textbooks). 
●​ Staff may use AI tools to generate educational resources, provided the outputs are 

used under Creative Commons or similar open-use licenses, or are sufficiently 
original. Any content uploaded to school systems or AI platforms (e.g., lesson plans, 
student work, proprietary curriculum materials) remains the intellectual property of 
the original author or the school, depending on contractual agreements. 

●​ Staff must not upload copyrighted or sensitive materials to public AI tools unless 
explicitly permitted by the copyright holder and compliant with data protection 
policies. 
 

c.​ Attribution and Transparency 
All AI use must be explicitly disclosed. See *Appendix 1 

 
d.​ Enforcement of the Stoplight Method 

This framework serves as a guideline; however, schools may adapt it to align with external 
examination requirements and their existing Academic Honesty Policy.   

●​ First-time offence under a Yellow Light assignment (e.g. failure to cite AI use): 
○​ Educational intervention and resubmission with proper citation. 
○​ Recorded warning. 

●​ Repeat offence or misuse under Yellow Light: 
○​ Loss of credit for the assignment. 
○​ Formal disciplinary action per school policy. 

●​ Serious offence under a Red Light assignment (e.g. submitting AI-generated work in 
an exam or personal reflection): 

○​ Immediate academic penalty (e.g. failing grade). 
○​ Possible suspension or expulsion depending on severity - in line with Student 

Code of Conduct. 
 

e.​ Use of AI Detection Software 
ISCT will not use verification software claiming to monitor the Authenticity and AI Detection. 
To maintain fairness and standards, the school employs a "human-in-the-loop" approach to 
verification. 

●​ Authentication Process: Investigating AI submitted work, the school will always 
consider: 
➔​ Teacher professional judgement and knowledge of the student's voice. 
➔​ In-class validation (e.g., questioning the student on their sources). 
➔​ Review of version history and draft progression. 
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Appendix 1  
The Best Way to Cite an AI Tool 

The most straightforward and widely accepted approach is based on common citation styles. 

What You Need to Include:  

1.​ Your Exact Prompt (in quotes): The full question or command you typed into the AI. 
2.​ The Name of the AI Tool: The specific program you used (e.g., ChatGPT, Google 

Gemini, Microsoft Copilot). 
3.​ The Company/Creator: The company that made the tool (e.g., OpenAI, Google). 
4.​ The Date Accessed: The day you got the information from the tool. 
5.​ The Web Address (URL): The main website for the tool. 
6.​ An Image of the Prompt to be included in the work submitted. 

Simple Format Examples 

Here are two clear formats that a student can easily follow. Harvard is the preferred style at 
ISCT. The Harvard referencing style is a widely accepted author-date system used across 
many academic disciplines, particularly in the humanities and social sciences. 

Harvard Format 
AI Company Name. (year, month, day). Title of chat in italics [Description, such as 
Generative AI chat]. Tool Name/Model. URL of the chat 
Example: 

-​ Google. (2025, October 25). Write a short paragraph about the symbolism of the 
green light in The Great Gatsby [Generative AI chat].Gemini 3 Flash model, 
gemini.google.com . 

-​ Anthropic. (2025, December 11). Generative AI limitations in academic research 
[Generative AI chat]. Claude Sonnet 4.5. 
https://claude.ai/share/0c6f2224-8839-4150-80d3-c02194358cc0 

 
Other Acceptable Format 
AI Company Name. (year, month, day). “Title of chat in italics”. Tool Name/Model. 
[Description, such as Generative AI chat].URL of the chat 
Example: 
Google (2026, July 17). "Write a short paragraph about the symbolism of the green light in 
The Great Gatsby. include citation". Gemini 3 Flash model [Large language model]. 
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Citation  
Element 

What It Is Example for Gemini 

Creator The company that 
made it 

Google 

Date 
Accessed 

The day you used 
it 

17 July, 2026 

Prompt Your question or 
command 

"Write a short paragraph about the symbolism 
of the green light in The Great Gatsby." 

AI Tool The program's 
name 

Gemini 

Version 
(optional but 
desirable) 

The specific 
version 

Version 3 Flash 

URL The website 
address 

https://gemini.google.com. 

 
In-Text Citation (after the sentence you used): 
If you quote or paraphrase a response, use a short form of the prompt in brackets. 
The AI noted that the green light represents both the unattainability of the American Dream 
and an overarching sense of hope ("Write a short paragraph about the symbolism"). 
 
General Rule for Any Assignment 

●​ Be Transparent! 
●​ Even if your teacher uses a different style (like APA, Chicago, or Harvard), the most 

important thing for high school is to be honest and clear about how and when you 
used the AI. 

●​ If you only use the AI for a little bit - like to brainstorm ideas - you can also add a brief 
note at the beginning of your paper, like this: 

"I used Google Gemini to brainstorm three potential essay titles on the history of space 
travel." 
 
Always ask your teacher which specific citation style they prefer, but no matter the style, 
make sure you include the Prompt and the Date Accessed. 
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