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Student Acceptable Use Policy : Technology, 
E-Safety & AI 
1. Introduction: Your Access and Responsibility 
This agreement outlines the responsible use of technology resources provided by Braeburn 
Schools. Access to the school network, computers, internet, and digital learning tools is a 
privilege, not a right. 
 
By signing this agreement, you acknowledge that you are responsible for your own actions 
and behaviour when using technology. You agree to use these resources safely, legally, and 
responsibly, particularly when engaging with new technologies like Artificial Intelligence (AI). 
 
Our Core Principles 

●​ Safety First: Always use technology in a way that protects yourself and others. 
●​ Integrity: All work you submit must be genuinely your own. 
●​ Respect: Be respectful to others online, just as you are in person. 

 

2. General Technology and Network Usage 
The technology resources provided by the school are to be used for educational purposes 
only. 

●​ Security: Never share your password with anyone. If you suspect someone knows 
your password, change it immediately and report it. Do not attempt to bypass the 
school's security filters (VPNs) or download unapproved software. 

●​ Prohibited Activities: 
○​ Gaming, social networking, and streaming (unless explicitly directed by a 

teacher). 
○​ Accessing, downloading, or distributing illegal/inappropriate material 

(copyrighted content, pornography, hate speech). 
●​ Recording: You are prohibited from recording (audio or video) any activities on school 

grounds without the permission of a teacher. You must never record anyone without 
their consent. 
 

3. Using AI Tools: The Stoplight Method for Integrity 
Generative AI (e.g., Gemini, ChatGPT) can be a powerful learning tool, but using it to 
pretend you did work that you did not is academic malpractice. 
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The Stoplight Method 
Your teachers will use this system to make the rules clear for every assignment: 

LIGHT Meaning What You CAN Do What You CANNOT Do 

🔴 RED 
(Stop) 

AI use is strictly 
NOT permitted. 

Use your prior 
knowledge, subject 
knowledge, skills and 
class resources. 

Use AI for reflections, 
exams, timed essays, or to 
generate your central 
idea/research question (IB). 

🟡 YELLOW 
(Caution) 

Ask permission 
first. AI can be used 
for assistance. 

Use AI to check 
grammar, summarise a 
long article, or create a 
basic outline to guide 
your structure. 

Copy and paste the AI's 
answer, claim AI-generated 
ideas as your own, or 
submit an AI-drafted 
conclusion. 

🟢 GREEN 
(Go) 

AI use is 
encouraged as a 
learning partner. 

Use AI for low-stakes 
practice, finding 
alternative viewpoints, or 
debugging code. 

Submit the output without 
adding your own critical 
evaluation or thinking. 

 
Mandatory Rules for AI Use 

1.​ Transparency: If you use an AI tool for any part of an assignment (even just for 
brainstorming), you must disclose it and cite the tool. Hiding AI use is cheating. 

2.​ Data Privacy: When using public AI tools, do NOT type your full name, student ID, or 
personal information into the prompt box. Do NOT paste assignments/tests into AI if 
they contain sensitive school data. 

3.​ No Harm: You are not permitted to use AI to generate inappropriate material (text, 
deepfake images, audio) of yourself or others. 
 

4. Environmental Sustainability and Digital Citizenship 
We are committed to using technology in a way that respects our planet. While AI seems 
"invisible," it has a significant physical cost. 
 
The Environmental Impact of AI 
Students must use AI tools purposefully, not wastefully. Be aware that: 

●​ Energy Consumption: Generative AI is energy-intensive. Research indicates that a 
single query to a Large Language Model (LLM) can consume approximately 10 to 20 
times more energy than a standard Google search. 

●​ Water Usage: Data centres require vast amounts of water for cooling. Estimates 
suggest that a short conversation (roughly 20-50 questions) with an AI model can 
consume up to 500ml of water. 
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Sustainable Practice 
Do not use AI for simple fact-checking (e.g., "What is the capital of France?") where a 
standard search engine is more efficient. Spend time crafting a good prompt rather than 
repeatedly regenerating answers unnecessarily. 
 

5. E-Safety and Safeguarding (KCSIE 2025 Update) 
Your safety online is paramount. You must follow the school's rules on appropriate behaviour 
and content. 
 

1.​ Fake News and Deepfakes 🛑 
AI makes it easy to create convincing fake content (misinformation). 

●​ Be a Critical Thinker: You must question and verify the source of information, images, 
or videos you see online. 

●​ Non-Distribution Rule: You are strictly forbidden from knowingly creating, editing, or 
sharing fake news, manipulated photos, or videos (deepfakes) that harass or harm 
anyone. This is a serious disciplinary offence. 
 

2.​ Social Media and Online Conduct 
●​ Respect: Do not post or share anything abusive, discriminatory, threatening, or 

intended to bully. 
●​ Age Restrictions: Students should not access social media apps unless they have 

reached the minimum legal age. 
 

3.​ Minimum Age Requirements Guide: 

Platform/App Minimum Legal Age 

Twitter/X, Facebook, Instagram, Reddit, Snapchat, 
TikTok 

13 

Flickr, Vimeo 16 

Xbox Live, PSN (PlayStation), Nintendo Account 18 (Parent approval required for 
younger) 

YouTube, WhatsApp 13 (Parent approval required) 

 

The School will not be held liable for underage access or inappropriate use of social 
media outside school grounds. 
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6. Consequences of Policy Violation 
Access to technology is a privilege. Violation of this policy will result in disciplinary action in 
line with the school’s Behaviour Policy. Depending on the severity, sanctions may include: 
 

1.​ Loss of Credit: A failing grade for the assignment (for academic dishonesty/AI 
misuse). 

2.​ Confiscation: Personal devices (phones/laptops) may be confiscated or banned 
from school. 

3.​ Network Ban: Suspension of internet/network access privileges. 
4.​ Suspension/Expulsion: Internal or external suspension for serious offences (e.g., 

cyberbullying, deepfakes). 
5.​ Legal Action: Involvement of the police in the event of illegal activity. 

 

7. Student and Parent Agreement 
Student Declaration 
I acknowledge that I have read the contents of this agreement. I understand the rules 
regarding AI, E-Safety, and General Technology use. I agree to abide by these guidelines 
and understand the consequences of violating them. 
 
Student Name: _____________________________________________ 
 
Year Group: ___________________  AGE: ______________________ 
 
Student Signature: __________________________________________ 
 
Date: ___________ 
 
Parent/Guardian Declaration 
By signing below, I acknowledge that: 

1.​ I have read and understood this agreement with my child. 
2.​ I understand that there are inherent risks with internet access. I will take sensible 

precautions to ensure my child is safe online at home. 
3.​ I understand that while the school takes reasonable precautions (filtering/security), 

they cannot be held responsible for unforeseen security breaches or actions taken by 
students outside of school (e.g., social media use). 

4.​ I witnessed my child sign the above agreement. 
 
Parent/Guardian Name: ________________________________________ 

 
Parent/Guardian Signature: _____________________________________ 
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